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Combinatorial Coverage M easur ement

Since it is nearly always intractable to test alksgible combinations, combinatorial testing is a
reasonable alternative. For some valug tdsting allt-way interactions among parameters will detect
nearly all errors. It is possible that n, but reviewing the empirical data on failures, wauld expect
to be relatively small. Determining the level aput or configuration state space coverage can ihelp
understanding the degree of risk that remains #fisting. If 90% - 100% of the state space has bee
covered, then presumably the risk is small, butaferage is much smaller, then the risk may be
substantial. This tutorial describes some measafesombinatorial coverage that can be helpful in
estimating this risk.

Even in the absence of knowledge about a programe&r structure, we can apply combinatorial
methods to produce precise and useful measureghidrcase, we measure the state space of inputs.
Suppose we have a program that accepts two inpatsdy, with 10 values each. Then the input state
space consists of the 28 100 pairs ok andy values, which can be pictured as a checkerboararemf
10 rows by 10 columns. With three inputsy, andz, we would have a cube with %8 1,000 points in
its input state space. Extending the exampleitputs we would have a (hard to visualize) hypbecaf
n dimensions with 1Dpoints. Exhaustive testing would require inputsath 10" combinations, but
combinatorial testing could be used to reduce iteed the test set.

How should state space coverage be measured? rigpoldsely at the nature of combinatorial
testing leads to several measures that are uséfalbegin by introducing what will be calledrariable-
value configuration

Definition. For a set of variables, a variable-value configuration is adfdtvalid values, one for each
of the variables.

Example. Given four binary variables, b, ¢ andd, a=0, c=1, d=0 is a variable-value configuration, and
a=1,c=1,d=0 is a different variable-value configuration fbe same three variablasc andd.

Simplet -way combination cover age

Of the total number afway combinations for a given collection of varieglwhat percentage will
be covered by the test set? If the test set ivaring array, then coverage is 100%, by definitiout
many test sets not based on covering arrays nihpratvide significant-way coverage. If the test set is
large, but not designed as a covering array, very possible that it provides 2-way coverage dteloe
For example, random input generation may have hsed to produce the tests, and good branch or
condition coverage may have been achieved. Intiaddio the structural coverage figure, for softavar
assurance it would be helpful to know what peragmtat 2-way, 3-way, etc. coverage has been obtained

Definition: For a given test set forvariables, simplé-way combination coverage the proportion of-
way combinations of variables for which all variable-values configimas are fully covered.

Example. Figure 1 shows an example with four binary vddapba, b, ¢, andd, where each row
represents a test. Of the six 2-way combinatiabs,ac, ad, bc, bd, ¢dnly bd andcd have all four
binary values covered, so simple 2-way coveragehiifour tests in Figure 1 is 1/3 = 33.3%. Thene
four 3-way combinationsabc, abd, acd, bgdeach with eight possible configurations: 0001,0010,
011, 100, 101, 110, 111. Of the four combinatiorm)e has all eight configurations covered, so Emp
3-way coverage for this test set is 0%.
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Figure 1. An exampletest array for a
system with four binary components

(t + k)-way combination coverage

A test set that provides full combinatorial coverdgrt-way combinations will also provide some
degree of coverage forHl)-way combinationst{2)-way combinations, etc. This statistic may beful
for comparing two combinatorial test sets. Fornepke, different algorithms may be used to gene3ate
way covering arrays. They both achieve 100% 3-a@xerage, but if one provides better 4-way and 5-
way coverage, then it can be considered to pravides software testing assurance.

Definition. For a given test set for variables, t+k)-way combination coverage is the proportion of
(t+k)-way combinations oh variables for which all variable-values configimas are fully covered.
(Note that this measure would normally be applietly do at-way covering array, as a measure of
coverage beyont.

Example. If the test set in Figure 1 is extended as shimmMRigure 2, we can extend 3-way coverage.
For this test sethcd is covered, out of the four 3-way combinations,2s@way coverage is 100%, and
(2+1)-way = 3-way coverage is 25%.
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Figure 2. Eight testsfor four binary variables.

Variable-Value Configuration coverage

So far we have only considered measures of theopiiop of combinations for which all
configurations ot variables are fully covered. But whewariables withv values each are considered,
eacht-tuple has/ configurations. For example, in pairwise (2-wagyerage of binary variables, every
2-way combination has’2 4 configurations: 00, 01, 10, 11. We canmetwo measures with respect
to configurations:

Definition. For a given combination of variables, variable-value configuration coveragethie
proportion of variable-value configurations thad apvered.

Definition. For a given set oh variables, {§, f)-completeness is the proportion of thenCf¢
combinations that have configuration coverage ¢éatp.
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Example. For Figure 2 above, there are C(4, 2) = 6 possiat&ble combinations and C(4,3)2 24
possible variable-value configurations. Of thek@,variable-value configurations are covered ared th
only ones missing arb=11,ac=11,ad=10,bc=01,bc=10. But only twopd andcd, are covered with all

4 value pairs. So for the basic definition of sienpway coverage, we have only 33% (2/6) coverage,
but 79% (19/24) for the configuration coverage ioetFor a better understanding of this test setcan
compute the configuration coverage for each ofsikevariable combinations, as shown in Figure 8 S
for this test set, one of the combinatiohs) (is covered at the 50% level, thred,(ac, ad) are covered at
the 75% level, and twd(, cd) are covered at the 100% level. And, as notedetfor the whole set of
tests, 79% of variable-value configurations areeced. All 2-way combinations have at least 50%
configuration coverage, so (.50, 2)-completenesghis set of tests is 100%.

Although the example in Figure 3 uses variableth whe same number of values, this is not
essential for the measurement. Coverage measoréants that we have developed compute coverage
for test sets in which parameters have differingnbers of values, as shown in Figure 4 and Figure 5.

Vars | Configurationscovered | Config coverage
ab 00, 01, 10 .75
ac 00, 01, 10 .75
ad 00, 01, 11 .75
bc 00, 11 .50
bd 00, 01, 10, 11 1.0
cd 00, 01, 10, 11 1.0
e total 2-way coveage = 19/24 =.79167
. (.50, 2)-completeness6/6 =1.0
. (.75, 2)-completeness5/6 =0.83333
. (1.0, 2)-completeness?2/6 =0.33333

Figure 3. Thetest array coversall possible 2-way combinations of a, b, c,
and d to different levels.

Figure 4 is an example of coverage for®8%2° set (87 binary, two 3-value, and five 4-value)ingiut
variables (blue=2-way, pink=3-way, yellow=4-wayhhis particular test set was not a covering arpay,
pairwise coverage is still quite good, with abo®¥® of the variables having all possible 2-way
configurations covered. Even for 4-way combinatiore see that all variables have at least 28%enf th
configurations covered, and about 25% of them halveut 98% or more of 4-way configurations
covered. Figure 5 shows a similar plot for 82'6'9" configuration.
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Figure 4. Configuration coverage for 26°3%4°inputs.
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Figure5. Configuration coverage for 2°3'4'6'9" inputs.
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Using Cover age M easurement T ool

The tool (Figure 6) implements the coverage measdweumented in Chapter 6 of NIST SP 800-142.

1. Input
The input file must be a comma-separated valuendbfile where each row represents a test and each
column represents a parameter.

2. Modes of operation
The tool has two modes of operation: fully autamatnd user specified.

Full automatic

This mode is entered by checkinguto-detect N tests, N parahia the upper left corner. It may be
used when the following conditions are met:

1. All parameters have discrete values. Values mayubeeric or alphanumeric.

2. All parameters have 10 or fewer values.
To use this mode, click on the checkbox, then ctiok“Load input filé and select the test file to be
analyzed. After itloads, coverage measures maybguted by clicking on the appropriate button.

User specified values

This mode is entered by uncheckinguto-detect N tests, N paraimis the upper left corner. The
number of tests and number of parameters shoutdhbespecified using the numeric fields on the left
To indicate values of each parameter, two choicepassible:

1. Detect all values automatically. This mode mayused when the conditions for parameters
required byFull Automatic mode are met. (In this case, the only user-sgecifalues are
number of tests and parameters. This may be uadieh the user wishes to load only part of a
test file.

2. Set range boundaries. To use this mode, the ugst specify the values of each parameter.
Parameters are numbered O through n-1. For eaelmpter, the user indicates the values with
one of two choices:

a. Tell the system to detect values automaticallyyioled the parameter has 10 or fewer
discrete values. This choice is indicated by datigk'Detect. The system then advances
to the next parameter.

b. For continuous-valued parameters, specify equicalaasses by indicating the number
of value classes (2 to 10), and boundaries betwseglasses. This choice is indicated
by setting the appropriate nhumber of values, theking “Set, then specifying the
boundaries. To set boundaries, enter the numaftie\wof the boundary and cliclsave
bound. The system will advance to the next boundarpaoentered until all have been
completed. Boundaries may include decimal values.

When all parameter values have been entered, tlagybm reviewed by using thé&rev' and
“Next buttons. Values for the parameter, or rangenbaries, are displayed in the window
labeled Values for this parametér

Charts
Charts display coverage measurements as documien@hpter 6 of SP 800-142. Charts may be saved

to an image file usingSave chaft
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Chart
X = proportion of combinations
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Combinations

2 way stats:
Combinations: 3,321
Varfval coms: 14.761
Total coverage: 0.94

3 way stats:
Combinations: 88,560

Varfval coms: 828,135 0.05 0.15 025 035 045 055 065 075 0.5 095
Total coverage: 0.83

Figure 6. Coverage M easurement Tool user interface.

Example 1. Click “Auto-detect N tests, N parainthen “Load input fil8. Select test18x8. The file will
load, then click Compute 2-way coveragand/or “Compute 3-way coverageCoverage will be shown

as 100% for 100% of combinations for both 2-way &iday. Next, load testl0x8 and compute
coverage. Coverage will be shown as 96% for 2-may 74% for 3-way. Coverage curves will show
that for 2-way, 75% of combinations are coverethat100% level, and all combinations are covered at
82% or above. For 3-way coverage, the situationase complex. 60% of combinations are covered at
the 100% level, some at the 70% level, some at 28ftbsome at only 2%.

Example 2: Leaving “Auto-detectchecked, load rang18x8, then clickKGmpute 2-way coverage The
system will indicate an error, because paramelersange values that cannot be detected autothatica

Example 3: Now specify values for parameter 2. Uncheglito-detect and then set the number of
tests as 18 and number of parameters as 8. Clekrfumber of tests and paraméters hen click ‘Set
range boundaries For parameter 0, clickDetect, and do the same for parameter 1. For paranzeter
set ‘N values to 2 (the number of ranges) and click “Set”. Thest boundary 0 as 50 and clicBdve
bound. Because there is only one boundary needed fanges, the system will advance to parameter 3.
Click “Detect for this one and all remaining parameters. Aftalues and ranges have been set, they
may be reviewed using th@fev' and “Next buttons. If all are correct, coverage may thercbmputed.
For 2-way, all combinations are covered at the 168%| and for 3-way, all are covered at 93% ornvabo
and 85% are covered at the 100% level.

Example 4: Load stereo7489x82 and speciffdto-detect This large file should load quickly but

coverage calculation may take several seconds-f@ay2and a minute or more for 3-way coverage,
depending on the computer used.
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Tool Featuresand Options

Auto-detect N tests, N paramscheckbox to specify if values should be deteetedwill be set by user.
Set range boundarigs disabled when auto-detect is selected.

Number of tests to set number of rows (tests) in input file, fokvn.
Number of parameters this must also be set by the user wNember of tests set.

Set number of tests and parametedick this button after setting the number aft$eand parameters.

Detect all values automatically selecting this causes all values to be detaateéde same manner as
whenAuto-detect N tests, N paramssselected.

Set range boundaries Setting this option enables the row of contditectly below it. Operation of
these controls is as follows:

Parameter displays the current parameter, numbered O gtrdlumber of parameterst

Detect: indicates that the value for this paramistto be detected automatically

PrevNext moves to the previous/next parameter in sequence

N values the number of equivalence class values that béllused for this parameter. For
example, a parameter percent, with possible valugedo 100.0 may be divided into quarters
0..25.0, 25.1..50.0, 50.1..75.0, and 75.1..100\ s@lueswould be set to 4 to indicate the four
equivalence classes.

Set must be clicked after N values is set, to setrthmber of values for this class.

Boundary indicates the current equivalence class boundammbered O througN values— 2.
For example, in the percent example with four egjgince classes, there are three boundaries.

Save bound sets the boundary value entered in the boxedetft of this control. values may be
entered with decimals.

Compute2-way3-way coverage calculates coverage.
Clear chart removes any currently-displayed graph.
Save chart opens a dialog box to allow user to save thelaygd graph as an image file.

Exit: terminates the program. Charts are not autaaiftisaved, and should be stored first ustaye
chart.
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